KOHKYPCHOE 3AOAHUE
Pa3paboTka/Bbli6Op KOHKYPCHOrO 3adaHus
OnuncaHne KOHKYPCHOro 3adaHusi
Mogynb A. "HacTporika TeXHUYeCKNX 1 NporpamMmmMHbIX CPeacTB MHOPMaLMOHHO-
KOMMYHMKaLMOHHbIX cuctem"
3agaHne
Tononorua
Mogynb B. "Pa3BepTbiBaHne 1 CONPOBOXAEHNE CETEBOM MHAPPACTPYKTYpPbI"
3agaHue
Tononorua

Mogynb B. "louck n ycTpaHeHue HencnpaBHocTen"

KOHKYPCHOE 3AO0AHUE

BospacTtHol ueHs: 14 net n 6onee
O6wasn npogomkutTenbHOCTb KoHKypcHOro 3aganus: 12 .
KonunuyecTBo KOHKYPCHbIX AHEN: 3 AHen

BHe 3aBucuMMocCTM OT konuyecTa moaynen, K38 AomKkHO BKMoYaTb OLIEHKY MO KaXXAoMy U3 pa3genos
TpeboBaHMIN KOMMNETEHLMN.

OueHka 3HaHWIA y4acTHUKa OOMKHa NPOBOAUTLCS Yepes NPaKkTUYecKoe BoinorHeHne KoHKypCHOro
3apaHus. B gononHeHre MoryT yuntbiBaTbCca TpeboBaHusa pabotogarenen ans npoBepku
TEOPETMYECKMX 3HAHUI/OLIEHKM KBanudukawmm.

Pa3paboTka/BbI6OpP KOHKYPCHOro 3agaHusi

KoHKypCcHOe 3afjaHne cocTouT 13 3 moayren, BKNvaeT 06a3aTenbHyo K BbIMOMHEHWUIO YacTb
(vHBapmnaHT) - 2 Mogynen, 1 BapuaTtueHyto 4YacTb - 1 moaynb. ObLuee konm4ecTBo 6annoB KOHKYPCHOrO
3apaHusa coctasnsiet 100.

O6Gs3aTenbHas K BbINOSIHEHNIO YacTb (MHBApWaHT) BbIMOSHAETCS BCEMU permoHamm 6e3 NCKIToYeHns
Ha BCEX YPOBHSX YEMMMOHATOB.

Konuuectso moaynen n3 BapmaTMBHON YacTu, BbIDUPAETCA permoHOM CaMOCTOATENBHO B
3aBMCMMOCTU OT MaTepuarnbHbIX BO3MOXHOCTEN MIOLLAAKN COPEBHOBAHUIA U NOTPEBHOCTEN
paboTopaTenen permoHa B COOTBETCTBYIOLLMX CrieumanicTax. B cnyvae ecnv HM ogmH us mogynen
BapuaTUBHOWM YacTu He NOAXOAMUT Nof 3anpoc paboToaaTtens KOHKPETHOrO perMoHa, To BapuaTmBHbIN
(e) mogynb (1) hopMmpyeTcst PErMOHOM CaMOCTOSTENbBHO Nop, 3anpoc pabotoaatens. [Npu aTom, Bpems
Ha BbINOMHEHNE MOoAyNs (en) 1 KONMYecTBO BannoB B KPUTEPUAX OLEHKN MO acneKkTaM He MEeHSATCS.

OnucaHne KOHKYPCHOIO 3afjaHusA

Ha mappyTtusatope ¢ OC VyOS 1.2.9 normH/napornb No yMOMYaHuio - Vyos/vyos.

Ha komnbtotepax ¢ OC Window 10 Education - norvi/napons no ymondanuto - admin/P@sswoOrd.
Ha komnbtotepax ¢ OC Debian 11, Fedora 37, Ubuntu 22.04.1 noruH/naponb

no ymon4yaxuio - user/P@sswOrd v root/toor.

B cnyyae, ecnu B TeKCTe 3agaHusl He yKasaHo MHOE, BCE MOMb30BaTENbCKME YHETHbIE 3annCH SOMKHbI
nmeTb napons P@ssword.

Bce npoBepku paboThbl KNMMEHTCKMUX TEXHOMOIMIA (CanToB, KnneHTckmux VPN nogkrnoveHnn n T.n.) 6yayt
BbIMONHATLCS U3 MO NOMb30BaTENs USer COOTBETCTBYHOLMX KITMEHTCKUX MaLUuH. CanTbl 6yayT
NpoBepPSITbCS Yepes cTaHAapTHbIN Gpay3sep knneHTckon OC (ana Windows - Edge, ans Linux -
Firefox).
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Mpy BBINOMHEHWN HACTOSALLErO 3a4aHNs BCerga Hy>KHO PyKOBOACTBOBATLCS MPaBUIOM HaUMEHbLLMX
npusunernin. KoHConbHbIM JOCTYN K BUPTYyanbHOW MallmnHe nposangepa ISP ans y4acTtHuka He
npegnonaraetcs. CrneguTe 3a TeM, 4Tobbl BUpTyanbHasa mawmHa ISP Bbina BkntoyeHa B TeHeHVe BCero
BPEMEHMW BbINONMHEHNS 3a4aHus.

Moaynb A. "HacTtpoika TeXHUNYEeCKUX U NPOrpaMMHbIX CpeacTB
MH(pOPMaALNOHHO-KOMMYHUKALIMOHHbLIX cuctem"

Bpewmsi Ha ebirioniHeHue modyris 4 4aca

3apaHue

Cetb YctponcrtBo Appec/Macka Linto3

Internet PC-REM 100.70.8.72/29 ISP - nepBbIft agpec B ceTu
FW-AMS 100.70.8.72/29 ISP - nepBbIi agpec B ceTn
FW-MSK 100.70.4.18/28 ISP - nepBbIi agpec B ceTU
VDS-EKB 100.70.6.12/29 ISP - nepBbIli agpec B CeETU
DNS-cepBep 100.100.100.100
NTP-cepBep 100.101.102.103

FW-R0O-MSK FW-MSK 172.16.0.1/30
RO-MSK 172.16.0.2/30

LAN-MSK RO-MSK 192.168.10.1/24
PC-MSK DHCP RO-MSK

SRV-MSK RO-MSK 192.168.11.1/24
SRV-MSK 192.168.11.10/24 RO-MSK

DMZ-MSK FW-MSK 192.168.15.5/29
APP-MSK 192.168.15.5/29 FW-MSK

LAN-AMS FW-AMS 192.168.20.254
PC-AMS DHCP FW-AMS

DMZ-AMS FW-AMS 192.168.25.254/29
APP-AMS 192.168.25.252/29 FW-AMS

1. Hactpoiite ctatnyHble IPv4-agpeca, L3 N0 YMOMYaHUio 1 onucannst Ha uHtepdencax FW* n
RO cornacHo cxeme agpecauuu.

2. HactponTte ctatuyHble IPv4-agpeca v Wwno3 no ymonvaHuio Ha BCEX YCTPOMCTBAX, rae 3T1o
TpebyeTcs, corrnacHo cxeme agpecaumu.

3. Hactponte OSPFv2 mexay RO-MSK n FW-MSK.
1. FW-MSK pomnxeH y3HaBaTb 0 ceTsix LAN-MSK v SRV-MSK yepes OSPF.
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2. RO gomxeH nonyyaTtb MapLUpyT NO YMOMYaHUo 1 apyrue Heobxogmmbsle mapLupyTel ot FW-
MSK yepes OSPF.

3. He vcnonk3yiTte cTtatnyeckrne MapLipyThbl A0 9TUX ceTer. CTatuyeckue MapLupyThl
NPVUMEHNMbI TOFNbKO B Ka4eCTBe BPEMEHHON MepbI.

4. RO-MSK porkeH 6biTb 3alyuLLieH OT BOpoca MapLUpyTOB C MHTEP(ENCOB CMOTPSLLNX B
ctopoHy cetei LAN-MSK 1 SRV-MSK
5. FW-MSK gomxeH ObITb 3alumileH oT BOpoca MapLupyTOB C UHTEpPdEeNnca CMOTPSILLETO B
ctopoHy cetn DMZ-MSK.
4. ObecneybTe BbIxofd B IHTEPHET Ans BCeX YCTPOMNCTB MOCKOBCKOMO M aMCTEPAAMCKOro 0oUCOB.

5. HactponTe cepBep paspeLleHns MeH.

1. YcTponcTtBa B nokanbHbIX CETAX A0rmkHbI obpalatbesa ¢ DNS-3anpocamu k ceovm FW.
2. MorpaHnyHble mapLpyTusatopbl FW?* fomkHbl BbINONHATE nepeckiriky DNS-3anpocos oT
nokanbHbIX knmeHToB Ha DNS-cepsep no agpecy 100.100.100.100.
3. VDS-EKB gomxHbl obpaitatbea ¢ DNS-3anpocamu k 100.100.100.100.
6. HactponTe nmeHa yCTpONCTB COrfacHO TOMOMOrmu.

7. HacTpoiTe ansi Bcex yCTPOMCTB MOCKOBCKOTO 1 aMCTepAamMCcKoro 0h1CcoB AOMEHHbIE UMEHA B
3oHax msk.jun39.fpo n ams.jun39.fpo cooTBETCTBEHHO.

1. Bce ycTponcTBa AomKkHbI ObITb AOCTYMHbI B NTOKANbHbIX CETSIX BCEX hUnmnanos nNo MMeHam B
COOTBETCTBUW C TOMOMOrMeEl B JIOMEHAX COOTBETCTBYOLLMX (hununanos. K npumepy dmz-

ams.ams.jun39.rpo unm pc-msk.msk.jun39.rpo.

2. B pamkax kaxgoro punmana KopoTkMe MMeHa J0SMKHb aBTOMaTUYeCKU AONOSHATLCS
OOMEHHbIM UMEHEM COOTBETCTBYHLLEro dounuana.
8. Hactponte DHCP-cepBep Ha SRV-MSK gns knveHtoB B ceTn LAN-MSK n DHCP-cepBep Ha
FW-AMS ons cetn LAN-AMS. DHCP-cepBep JormKeH nepegasaTh KNMEHTaM crneayoLwme
onuuu:

1. Agpec xocTa;
2. Macky cetuy;
3. Agpec wno3a;
4. msi pomeHa (msk.jun39.rpo n ams.jun39.rpo COOTBETCTBEHHO);
5. Agpec DNS (FW);
6. Agpec NTP (FW);
7. BblgaBaembliii Anana3oH agpecoB AOSMKEH MMETb 3anac B Kak MyHMMyM no 10 agpecos B
Havane 1 KoHue ceTu, Ho He B6onee 50 cymmapHoro 3anaca.
9. Hactponte DHCP-Relay Ha mappyTtusatope RO-MSK Takvm o6pazom, 4ToObl KNneHTam B ceTu
LAN-MSK agpeca BrbigaBan cepsep SRV-MSK.

10. HacTponTe CUHXPOHM3aLNI0 BPEMEHM.

1. YcTpoicTBa B fOKanbHbIX CETAX AOMKHbI CUHXPOHU3UPOBaTh cBoe Bpemsi ¢ FW*,

2. YCTponcTBa C AMHaMUYECKMMU agpecamMu OOMKHbI NofyyvaTb nonyvaTe MHPOPMaL Mo O
cepBepe BpemeHn oT ceoero DHCP-cepBepa 1 ncnonb3oBath ee Angd paboTsbl.

3. MorpaHnyHble mappyTusatopbl FW*, REM-PC 1 VDS-EKB fomkHbl CUHXPOHM3UPOBaTb
cBoe BpeMs ¢ NTP-cepBepom no agpecy 100.101.102.103.

4, HacTporiTe 4acoBOW NOSIC Ha BCEX YCTPOMCTBAxX B COOTBETCTBUM C UX [eorpadinyeckmm

pacnonoxeHeM.

11. Hactpoiite npasuna firewall Tak, 4To6bl ycTpoiictea B ceTsix DMZ-* He Mornv MHULMMPOBaTb
COEeAVHEHUS K KNMeHTaM B MPUBATHbIX CETSAX OpraHvM3auunu, Npu 3ToM BXogslmMe CoOeauHEeHNS 13
BCeX JlokarbHbIx ceTel B cetu DMZ-* normkHbl ObITh pa3pelleHbl U MalluHbl B cet DMZ-*
OOMKHbI UMETb JOCTYN B MHTEPHET. NMpn HeobxoammocTn, oNyCKaeTCa BO3MOXHOCTb LUTYYHO

OTKPbIBaTb AOMNONHUTENbHbLIE NOPTbI, HEOOX0AMMbIE AN BLINOMHEHUS 3a4aHus.




12. HacTtponTte ceteBoe ob6HapyxeHne no npoTtokony LLDP Ha Bcex ceTeBbIX YCTPOMUCTBaX U
cepsepax.

13. Hactpoutb yganeHHbii goctyn k VDS-EKB 1 RO-MSK no SSH.

1. Yctponcteo PC-MSK npu Bxoge nog nonb3oBatenemM user 4ormkHO umetb goctyn K VDS-
EKB nopg nonb3oBaTeniem user c ncnornb3oBaHuem kno4vein SSH, 6e3 HeobxogmumocTn BBoAa
napons.
2. MogkntoveHune k VDS-EKB ¢ PC-MSK gomkHo ocyliecTBnaTbes no umenmn “VDS”.
14. HacTtponTe 3awmiieHHbii VPN-TyHHenb mexay FW-AMS <= n => FW-MSK co cneaytowwmmn
napameTpamu:

1. BoamoxHo ucnonb3oBaTb crneaytowmne VPN texHonorumn: Wireguard, IPsec, OpenVPN.

2. Ncnonb3yiTe coBpeMeHHble HafexHble NpoTokornbl WwudposaHus AES n cemenctso SHA-2.

3. He monyckaeTcs UCnonb3oBaHWe NPOTOKOMOB LWMAPOBaHUSA 1 ayTeHTUMKaLUKN C OSIMHON
Kntoya/xela meHee 256 6uT.

4. Hactpoute mapLupyTtusaumio, NAT n mexxceTteBomn akpaH Takum obpasom, 4Tobbl Tpadmk Ans
apyroro oc1ca He HaTUpPOBAriCA 1 He GrnokMpoBancs.

15. Hactpoite paboty OSPFv2 mexay FW*, 4ToObl ycTpoicTBa 13 MOCKOBCKOIo odmca umenm
CBSA3aHHOCTb C YCTPOWCTBAMW U3 aMCTEPAaMCKOro.

16. Obecneyste nogkntodeHve knuneHta PC-REM k cepsepy VPN Ha FW-MSK.

1. BoamoxHo ncnonb3osath crnegytowine VPN texHonorun: Wireguard, IPsec, OpenVPN.
2. KnueHT gomxkeH umetb goctyn k cepsepam B cet SRV-MSK.
3. CoeanHeHVe O0MKHO aBTOMATMYECKN YCTaHaBNNBATLCS NPY BKIOYEHUN KOMMbIOTEPA UMK
BXOA€ Mop nonb3oBartenem user.
17. Hactpowite LeHTpanu3oBaHHbI cbop xypHanos syslog Ha SRV-MSK.

1. XKypHanbl 4omkHbI XpaHWUTbCs B dharinax /opt/logs/[hostname], roe hostname - 1o
KOPOTKOE M NOSIHOEe OMEHHOE NMS MaLUWHbI, NPe4OCTaBUBLLEN COOTBETCTBYOLLME
coobLeHuns.

2. PC-MSK pomxeH 3anucbiBaTb COOOLLEHUS error 1 6onee BaXHbIe.

3. FW-* gomxkHbl 3anvceiBaTb coobLyeHns warning n 6onee BaxHble.

4. FW-MSK pomxeH 3anucblBaTh coobLLeHNs oT crnyx6 ospf u nmetoLmxcs Ha yCcTponcTae

cnyx6 TyHHenmpoBaHus (ipsec, openvpn, wireguard v T.4) ypOBHS He MeHee notice.

Tononorus
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EkamepuHbype

Moaynb b. "Pa3BepTbiBaHue U CONpPoOBOXAEHUE ceTeBOU MHPPaACTPYKTYpbI"

Bpewmsi Ha ebirionHeHue modyrns 4 yaca

3apaHue

CeTb

Internet

FW-RO-MSK

LAN-MSK

SRV-MSK

Yctponcrteo
PC-REM
FW-AMS
FW-MSK
VDS-EKB
DNS-cepBep
NTP-cepBep
FW-MSK
RO-MSK
RO-MSK
PC-MSK
RO-MSK

SRV-MSK

Appec/Macka
100.70.8.78/29
100.70.3.45/29
100.70.4.18/28
100.70.6.12/29
100.100.100.100
100.101.102.103
172.16.0.1/30
172.16.0.2/30
192.168.10.1/24
DHCP
192.168.11.1/24

192.168.11.10/24

Lnto3

ISP - nepBbIi agpec B ceETU

ISP - nepBbIft agpec B ceTu

ISP - nepBbIi agpec B ceTu

ISP - nepBbIi agpec B ceTU

RO-MSK

RO-MSK
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Cetb YctponcrtBo Appec/Macka Linto3

DMZ-MSK FW-MSK 192.168.15.12/29

APP-MSK 192.168.15.5/29 FW-MSK
LAN-AMS FW-AMS 192.168.20.254

PC-AMS DHCP FW-AMS
DMZ-AMS FW-AMS 192.168.25.254/29

APP-AMS 192.168.25.252/29 FW-AMS
LAN-IKT FW-IKT 192.168.30.128/24

PC-IKT DHCP FW-IKT

SRV-IKT 192.168.30.254/24 FW-IKT
DMZ-IKT FW-IKT 192.168.35.129/29

APP-IKT 192.168.35.130/29 FW-IKT

B cBsian ¢ 6onbLIMM CNpOCcoM Ha Halm ycnyrv Ha [ansHem BocToke, Ans obecnevyeHus
Ka4yeCTBEHHOrO COEAMHEHNSI U PA3yMHOMO YPOBHS 3a4epXKeK Mo nepefayvn AaHHbIX, PyKOBOACTBO
NPUHSNO peLleHne OTKPbITb HOBbIN dounuan B Cubupn. Cosgante Heobxoaumyto MHAPaCTPYKTypy Ans
HoBOro cunuana B VpkyTcke.

1. PasBepHuUTe HeOOX0AMMbIE MaLUUHbI 13 LIAGIOHOB 1 Ha3HaybTe MM NapamMeTpbl CTaHA4apTHbIe
napameTpbl LabnoHa.
2. Cospaiite BMpTYarnbHble CETU U COEAUHUTE YCTPOWCTBA COrMacHO TOMOsorum.

3. HactponTe IPv4-agpecanuumio Ha YyCTPOMCTBaX B MPKYTCKOM cpunmnane n obecneyste BbiXos B

WHTEpHeT.
4. HactponTe cepBep paspeLlleHnst UMeH.

1. YcTponcTtBa B nokanbHbIX CETAX A0mMkHbI obpallateca ¢ DNS-3anpocamu k csoemy FW.
2. FW-IKT pgomxeH BbInonHATb nepecblniky DNS-3anpocoB oT nokanbHbIX knneHToB Ha DNS-
cepsep no agpecy 100.100.100.100.
5. HactponTte ons Bcex HOBbIX YCTPOWUCTB COOTBETCTBYHLLIME UM MMEHA Y JOMEHHOE UMS
ikt.jun39.rpo.

6. Kak ucnpasutb ownbky Minecraft GLFW 65542 (aparisep He nogaepxueaer OpenGL)?

HacTponTe CUHXPOHM3aLIMIO0 BREMEHW aHANOMMYHO ApYMM dunuanam.

7. HactponTte 3awuwieHHble VPN-TyHHenu FW-IKT<= n => FW-MSK co cnegyowmmm
napameTpamu:

1. BoamoxHo ncnonb3osatb crnegytowme VPN texHonorum: Wireguard, IPsec, OpenVPN.

2. cnonb3ynte coBpeMeHHble HaaexXHble NpoTokornbl wudposaHusa AES n cemerictso SHA-2.

3. He ponyckaeTcs Mcnonb3oBaHWe NPOTOKOMOB LWMAPOBAHUSA 1 ayTEHTUDMKALUN C OSTMHOWN
Kntoya/xela meHee 256 6umT.

4. Hactporite NAT 1 MexXceTeBoW aKkpaH Taknum 06pasom, 4Tobbl Tpaduk Ans Apyroro oguca
He HaTUpoBarscsa 1 He GnokupoBarncs.

5. HacTpoika ToOHHenst He AoMmKHa nomeLuaTb YHKLUMOHUPOBaHUIO TOHHENA mexay AMS n
MSK.



6. Hactponte paboty OSPFv2, 4yToObl yCTPONCTBA U3 MPKYTCKOro domnmana umenu
CBSI3aHHOCTb C YCTPOWCTBaMU U3 MOCKOBCKOTO 1 aMCTEepPAaMCKOTrO.
7. HactponTte uHdpactpyktypy DNS, 4TobbI yCTPOCTBa U3 MPKYTCKOrO hunmana MMenu Mornm
06paTUTbCA K yCTponcTBaM Apyrnx unmnanos no JOMEHHbIM UMEHaM.
8. Coszpgaite nonb3osatens admin ¢ napornem P@sswOrd Ha SRV-IKT, n no6aeste B rpynny sudo.

9. HactponTte obwun goctyn k dpannam Ha SRV-IKT no npotokony NFS.

1. Katanor gns xpaHeHus caiinos /opt/nfs/rw gomxeH 6biTb JOCTYNEH ANs YTEHUS U 3anUCH.
2. Katanor ansa xpaHenus dannos /opt/nfs/ro gomkeH ObiTb 4OCTYMNEH TONBKO AMNS YTEHWUS.
3. NFS pomnxeH 6biTb goctyneH ans knneHtos B cet LAN-IKT.

10. HactponTe knneHT NFS Ha PC-IKT.

1. Myt /opt/nfs/rw Ha SRV-IKT formxeH BbiTb CMOHTMPOBAH B KaTanor
/home/user/Desktop/nfs_rw Ha PC-IKT.
2. NyTb /opt/nfs/ro Ha SRV-IKT gomxeH ObITb CMOHTMPOBaH B KaTarnor
/home/user/Desktop/nfs_ro Ha PC-IKT.
3. MoHTVpOoBaHMe AOMKHO BOCCTaHaBNUBAaTLCA NPy Nepe3arpyske BUPTYyanbHOW MaLUVHBbI.
11. HacTpoiite npaBa goctyna ans katanora /opt/nfs/ Ha SRV-IKT.

1. Monb3oBatens admin gomkeH MMeTb NpaBa Ha YTeHue 1 3anuck B kaTanor /opt/nfs v Bce
ero nogkararnoru.
12. Ha kaxgom n3 cepeepoB APP-* nomxeH 6biTb passepHyT WEB-cepBep.

1. Cant gomnmkeH oTkpblBaTbCs No agpecy web.jun39.rpo no npotokony HTTP Ha cTaH4apTHOM
nopTe v A0MKeH OblTb AOCTYMNEH U3 CETU UHTEPHET.

2. Cant pomkeH cofepxatb cnefytoLmii Tekct: “Welcome to Minecraft server mc.jun39.rpo
site in XX region”, roe XX 3ameHeHo Ha “European”, “Central”, “Siberian” cooTBeTCTBEHHO
pervoHanbHOMY PacnonoXeHUI0.

13. Ha cepsepe VDS-EKB passepHute cepsep DNS.

1. CepBep JoMmkeH paclumncpoBbiBaTh 30HY jun39.rpo.

2. M5 jun39.rpo ans KNMeHTOB B CETU MHTEPHET JOMKHO pacluMdpoBbLIBATLCS B afipec
cepsepa VDS-EKB.

3. mst web.jun39.rpo ons Ans KNMeHTOB B CETU UHTEPHET AOMKHO pacluMdpoBLIBATLCS BO
BHelHu agpec FW-* B Gnivkaniuem K KNMEHTY pervoHe.

4. He 3abyabTe NpoKOHTponupoBaTb, Y4To knveHTbl PC-REM obpawyatotca ¢ DNS-3anpocamu k
VDS-EKB.

14. BHyTpun counmanos nms web.jun39.rpo fomkHo pacumdpoBbIBaTLCA U B NOKasbHbIA agpec
APP-* B COOTBETCTBYIOLLEM PEMMOHE 1 MO HEMY [OSKEH OTKPbIBATbLCS COOTBETCTBYIOLLUIA CalAT.

15. HactpownTte CA Ha SRV-MSK co cnegytoLmmm napametpamm

1. Ucnonbsynte /opt/ca B kavyecTBe kopHeBoW AnpekTopumn CA;
2. Ctpana RU;
3. Opranusauusa RPO;
4. CN pomxeH ObITb ycTaHoBrneH kak RPO CA;
5. Cospawite kopHeBow ceptudmkat CA,;
6. SRV-MSK n PC-MSK gosmxHbl goepsitb CA.
16. Ha cepepe SRV-MSK pomnxeH 6biTb pazsepHyT WEB-cepBep:

1..CaiiT JomkeH oTKpbIBaTbCS Mo agpecy corp.msk.jun39.rpo.

2. Caiit formxkeH cogepxaTtb crieqyrowmin Tekct “Welcome to secure corporate portal
jun39.rpo”

3. Cant gonmxeH dyHKumoHuposatk no npotokony HTTPS. MNpu obpalieHnmn no npoTokony
HTTP gomkeH nponcxoouMte aBToMmaTuyeckasa nepeagpecaumsa Ha HTTPS.



17.

18.

19.

4. WEB-cepBep A0rmKeH MMeTb cepTUdMKaT, NognmcaHHbIN KOpnopaTUBHLIM LIEHTPOM
cepTuduKaLun.
5. Cawnt gomkeH oTkpbiBaTtbhes ¢ PC-MSK 6e3 oumnbok 1 npegynpexxaeHni.
Ob6ecneybTe NogKtoYeHNe yaaneHHoro cotpyaHmka ¢ komnototepa PC-REM k koprnopaTtvBHOMy
noptany https://corp.msk.jun39.rpo nocpeacresom VPN-noagkntoyeHus. [Mpu 3T0M OTKpbITUE

ropTarna He JOSKHO Bbl3blBaTb OLUMGOK W NpeaynpexaeHunii 6e3onacHocTu.

Ha VDS-EKB pa3ssepHuTe cepsep Minecraft. [1ns aToro HenocpeAcTBEHHO Nepe/ Hadarnom
pas3BepTbiBaHUSA CepBepa BblAenunTe BUPTYarbHON MallnHe nobornbLle pecypcoB, @ UMEHHO 3
VCPU 1 4 GB onepatuBHoii namsaTu. MNocne atoro, passepHute cepeep Minecraft co
crnenywLMy napameTpamu;

1. msa cepepa: Jun39;
2. OrpaHnyeHue Kon-Ba Urpokos: 12;
3. lMopT: no ymonyaHuio (25565);
4. MpoBepka akkayHTOB MOSib30BaTeNen: OTKNOYEHa;
5. CepBep formkeH bbiTb 3anyLleH B Buae koHTenHepa Docker;
6. KoHTenHep JormkeH aBTOMaTUYeCKM 3anyckaTbCs nocne nepesarpy3ky KOMMboTepa;
7. Ans npoBepkn MoxeTe ucnonb3oBath tlauncher pacnonoxerHbii Ha VDS-EKBBaluem
onepatopckoM paboyem mecTe. [NoaknoueHne oCcyLLEeCTBASIETCA MO BHELLHeMY aapecy ISP
(8 cetn 172.16.0.0), MOXHO nony4nTb B UHTEPdENCE Cpeabl BUpTyanusaumm.
Ha cepeepe APP-MSK pasBepHuTe cepBep 006nayHOro XpaHeHnst gaHHbIX. [Ans aToro
HEeMoCpeACTBEHHO Mepes HayanoM pasBepTbiBaHUS CEpBEpPa BbIAENUTE BUPTYarbHOW MalLVHe
nobonbLue pecypcos, a umeHHo 2 VCPU n 2 GB onepaTtusHomn namaTtu. lNMocne atoro, pa3sepHuTe
CepBep Co crneayLmMMy napaMmeTpamu:

. ®annosbii cepep: NextCloud;

. basa paHHbIx: MariaDB;

. Beb nutepdeiic 6: phpMyAdmin;
. Mopt NextCloud: 8080;

. Mopt phpMyAdmin: 8888;

. Bce cepBucbl gomkHbI ObITb 3anylleHbl B Buae koHtenHepos Docker;

o Ul WN -
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. Bce KOHTeVIHepr OOJMXHbl aBTOMAaTU4Y€EeCKM 3anyCcKaTbCA NOocClie nepe3arpy3kn KomnbroTepa.

20. ObecneybTe NOAKMOYEHNE YOANEHHOro COTpyaAHUKa ¢ koMmnbtoTepa PC-REM k kopnopaTtuBHomy

obnayHomy xpaHunuwy Ha APP-MSK nocpencteom nmetoiierocs VPN-nogkntoveHus.

Tononorusa


https://corp.msk.jun39.rpo/
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